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Nonprofits handle a great 
deal of sensitive informa-
tion, which often resides on 

Internet-connected computers and 
networks. Donor details, programs, 
people receiving aid, employee and 
payroll records, and many other 
forms of data are of value to crimi-
nals.

Hackers know that nonprofits’ 
computer systems are often several 
years old and designed before digital 
attacks became common. Cyber-
thieves understand that such sys-
tems contain vulnerabilities and lack 
cyber-defenses, making them easier 
to hack than many systems in the 
commercial sector.

The consequences of compro-
mised security may not be small. 
Bad press, fines from credit card 
companies for failure to conform to 
security requirements, confidential-
ity breaches, and identity theft can 
be catastrophic.

Some cases have made the media. 
When cyber-criminals breached the 
Aid to the Church in Need organiza-
tion, for example, they pilfered ap-

proximately 2,800 credit card num-
bers and associated confidential 
information. 

What can you do to ensure that 
your organization remains cyber-
secure? Here are several pointers:

• Commit to cyber-security in an 
active way. The cost—in terms of 
time, money, and aggravation—will 
likely be far less if you take a proac-
tive approach.

• Create policies governing who 
has access to which resources. De-
velop rules and technology to en-
force these policies. Access to sys-
tems and information should always 
be on a “need to know” basis. Sys-
tems should be used only for their 
intended purposes—not for reading 
personal e-mail or accessing Face-
book. Ensure that all systems re-
quire log-ins with passwords that 
aren’t easily guessable or found in 
the dictionary.

• If wireless (or wired) Internet is 
provided for guests within a facility, 
activate it on its own separate net-
work, isolated from any nonprofit 
systems and networks. Visitors have 
no need to access any internal sys-
tems. Don’t let them.

• Branch office managers should 
ensure that they conform to all secu-
rity policies of the parent organiza-
tion. They should implement 
security to assure that a breach at 
another branch, or at the main of-
fice, doesn’t prorogate to their loca-
tion.

• Ensure compliance with all cred-
it card security rules. Unless truly 
necessary, don’t store credit card 
data after processing transactions. 
Never store credit card security 
codes or debit card PIN numbers. 

• Store all sensitive data—includ-
ing donor information, employee 
data, documents related to pro-
grams, and so on—in encrypted for-
mats. When in doubt, encrypt.

• Implement security technology 
to meet functional and security re-
quirements—and keep all technol-
ogy up to date. All major recent cy-
ber-security breaches have occurred 
to organizations running firewalls, 
anti-virus software, and other secu-
rity products. You need to go that 
extra step.

• Leverage the services of a cyber-
security professional to design your 
cyber-security plan. Remember, cy-
ber-criminals have technical exper-
tise. Shouldn’t you have it to defend 
your organization? 
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Nonprofit systems 
are often easier to 

hack than those in the 
commercial sector.

Require log-ins with 
passwords that aren’t 

easily guessable or found 
in the dictionary.

When in doubt, encrypt.


